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TYPICAL VULNERABILITY AUDIT QUESTIONS 
 

This list is a representative sampling of the types of questions that are asked during the vulnerability audit process.  
You can readily substitute the word “organization” for “business” or “company” and the questions will 

usually stand as is. 
 
Business Interruption 
 
 If you were unable to operate out of any of your primary places of business as of today, 

would every employee know where to report to work tomorrow?  Would anyone, from the 
affected location? 

 
 If you lost the services of any vendor whose work is critical to your operation, do you have 

an immediately available backup already identified?  And is that backup at risk of 
suspending operations for reasons similar to your primary provider (e.g., post 9-11, all of the 
overnight delivery services were temporarily out of business)? 

 
 Are there regular crisis drills that simulate potential disasters, to include all aspects of crisis 

response – not just operational, but also internal and external communication? 
 
Security 
 
 Are all locks and access codes changed when an employee leaves the organization?  Is there 

any difference in that procedure if the employee is fired versus leaving voluntarily? 
 
 Is  there a 24/7 system by which ANY employee can notify the “right people” about a 

security problem? 
 
 Have there even been realistic tests of security systems? 

 
Compliance 
 
 If there was a physical crisis involving regulated parts of your business (e.g., a chemical 

spill), would you be able to accurately say that (a) your level of compliance meets or exceeds 
all regulatory requirements and (b) that you have a positive history with regulatory 
authorities? 

 
 Given public perception following 9-11 and various corporate “meltdowns,” could your 

compliance with regulatory requirements, even if legally appropriate, be perceived as 
inadequate or inappropriate in the court of public opinion?



Typical Vulnerability Audit Questions, Page 2 
 

 

 
 
Product Safety 
 
 Do you have a formal recall plan that includes all of the operational and communications 

aspects of a product recall? 
   
 Have you thought about what you’d do if a competitor’s product similar to one of yours is 

found to be unsafe, creating concern amongst consumer of all such products? 
 
Internal Communications 
 
 If we asked 50 people, from all levels of the organization, to describe ORGANIZATION’S 

NAME, would they all say something about which top management would be comfortable? 
 
 Is there a formal rumor control system within the organization that allows employees at all 

levels to fact-check rumors quickly, before they take on a life of their own? 
 
 Is there a clearly understood system by which employees at all levels can report wrongdoing 

of any kind (a) for the record and (b) anonymously, if they’re afraid of the repercussions of 
reporting for the record? 

 
 Do you have any “loose cannons” on staff whose activities could harm the organization? 

 
 Legal 
 
 Are lawsuits by or against ORGANIZATION’S NAME reviewed by the corporate 

communications staff for their potential PR impact as well as legal ramifications? 
 
 Are there any current lawsuits or any other legal matter that could prove embarrassing or 

materially damaging to ORGANIZATION’S NAME at some future point? 
 
Reputation Management 
 
 (for management) If we asked 25 customers what they thought about your business, what 

would they say? (Bernstein note: then we turn around and ask customers what they think, 
and compare results – if there are large differences, you have a potential or actual 
reputation management problem). 

 
 Is there a process for regularly monitoring community attitudes toward the company in the 

areas where the company operates in order to gauge the company’s standing?  Are activities 
conducted in order to “bank” goodwill or address goodwill deficits? 
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Human Resources 
 
 Are there perceptions, by any significant number of employees, that there are issues of 

discrimination or harassment – regardless of whether there are any legally provable 
violations of labor and employment law? 

 
 What is done to ensure that all employees in a position to secure physical facilities or 

information have appropriate background screening? 
 
 Are there employees at any level who may be engaged in what some would consider 

wrongdoing, but the company “turns its head” because of how productive those individuals 
are otherwise? 
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